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Slow HTTP Denial of Senice Attack
[ dEIR]

Your web server is vulnerable to Slow HTTP DoS (Denial of Senice) attacks.

BB ER

at

REH

2014-07-07 09:17-20

Slowloris and Slow HTTP POST DoS attacks rely on the fact that the HTTP protocol, by design, requires requests to be completely received by the server before they
are processed. If an HTTP request is not complete, or if the transfer rate is very low, the server keeps its resources busy waiting for the rest of the data_ f the server

keeps too many resources busy, this creates a denial of senice.

FEEEes

B E]

[EERS]

[ERE S ]

Consult Web references for information about protecting your web server against this type of attack.
[e-E&H]

Slowloris HTTP DoS

http:/fha.ckers_org/slowloris/

Slowloris DOS Mitigation Guide

http:/fiveww funtoo_org/wiki/Slowloris_DOS_Mitigation_Guide

Protect Apache Against Slowloris Attack
http:/iblog.secasenver.com/2011/08/protect-apache-slowloris-attack!
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3 OPTIOMS method is enabled Bl 1
HRERTIR
Sk EELEE
http:#/203.74.210.82 3}
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http://203.74.210.82 PHP hangs on parsing particular strings as 4 2014-07-24 18:10:28
floating point number
L]
PHP hangs on parsing particular strings as floating point number
[FEEAE]
This alert was generated using only banner information. It may be a false positive.
PHP hangs when parsing '2.2250738585072011e-308' string as a floating point number.
Affected PHP versions: 5.3 up to version 5.3.5 and 5.2 up to version 5.2.17
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[HEL]
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Upgrade PHP to the latest version
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